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1. Introducció 
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1.2. Context i Escenari d’ús 
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1.3. Versions i Dependències 
 

1.3.1. Versions 
No s’han produït canvis respecte la versió 1.2. 
 
 

1.3.2. Dependències Bàsiques 
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1.5. Documents i Fonts de Referència 
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«Acegi Filters Sequence»

filterChainProxy

«J2EE Container»

Tomcat

«Acegi Filter»

anonymousProcessingFilter

Anonymous User 

/homepage.do (public url)

doFilter
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authenticated with "ROLE_ANONYMOUS"

/homepage.do

2. Descripció Detallada 

2.1. Arquitectura Bàsica 
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User

«J2EE Container»

Tomcat

«Acegi Filters Sequence»

filterChainProxy

«Acegi Filter»

authenticationProcessingFilter

«SACE / LDAP / BBDD»

authenticationManager

/AppJava/page.do (restricted ROLE_USER)

doFilter

doFilter

AuthenticationException! user not authenticated

redirection to Login Page
/pagelogin.do

submit login
doFilter

doFilter

authenticate()

User authenticated with ROLE_USER

redirection to original page

/AppJava/page.do

 

2.1.2. Accés a urls protegides 
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«J2EE Container»

Tomcat

«Acegi Filters Sequence»

filterChainProxy

«Acegi Fil ter»

authenticationProcessingFilter
User authenticaded

«with ROLE_USER»

«Acegi Role Voter»

httpRequestAccessDecisionManager

/admin/*.do (restricted ROLE_ADMIN)
doFilter

doFilter

decide(authentication, url)

BadCredentialsException! user doesn t́ have ROLE_ADMIN

Redirection to Error Page

HTTP 403 /pageerror.do

 
 
 

2.1.3. Accés a urls protegides si usuari autentificat 
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2.2. Interfícies i Components Genèrics 

2.2.1. Interfícies Principals 
 

InitializingBean

AbstractAuthenticationConfiguration

Initial izingBean
ApplicationContextAware

AuthenticationSecurityConfiguration

ApplicationContextAware
Initial izingBean

AuthorizationSecurityConfiguration

DatabaseAuthenticationConfigurationLDAPAuthenticationConfiguration

:SequentialProv iderManager

:ValueListFilteringProv ider

SecurityService

SACEAuthenticationConfiguration

�
�
!����� �
� ������N���� C�������<�������B� ���,� �������� 	��� 	�� ���� ��
����� 	���������
	��� ���� ����

����
���������������
������
������B��
�
������	�����������
�K
����
������
��
��������������
�����
	������
�������
���
����
���
�

���������� �������� ��	������
�

�������<�������� ������������	�
�������
���
����������
��������<�

3���������
� �.��	��� 	B
����� 
� ������
���� 	��
�����-�� 	�� ��
����
�� '������ ��� �B���
��� ���,�

�������
������	B�������	�������
�������)�

$��(�����
�����������<+����
��
����� ������������	�
�������
���
����������
��������<�

+�
����	�������
��
����	����
���������
����

$����
��$��(�����
����+����
��
����� ������������	�
�������
���
����������
��������<�

�������
���� 	�� ���� ��
����� 	�� �����
��
���� 	��
��
���������
���� � 	���� ���
���� ���� �
��� 	�� 	
	����
�6$3����������

�$+�$��(�����
����+����
��
����� ������������	�
�������
���

+�
����	�������
��
����	����
���������
���������$+��



 
Generalitat de Catalunya 
Centre de Telecomunicacions 
i Tecnologies de la Informació 

openFrame_Servei_Seguretat_1_3_Cat.doc Pàgina 12 de 46 
16/03/2007 

 

���������� �������� ��	������
�

����������
��������<�

6
�
�
��$��(�����
����+����
��
����� ������������	�
�������
���
����������
��������<�

+�
����	�������
��
����	����
���������
���������
���
	��	
	���

�6$3$��(�����
����+����
��
����� ������������	�
�������
���
����������
��������<�

+�
����	�������
��
����	����
���������
���������6$3�

$��(����
�����������<+����
��
����� ������������	�
�������
���
����������
��������<�

+�
����	�������
��
����	����
�������
����

��������
�3����	��G
�

��� ������������	�
�������
���
����������
��������<�
��
��

+�
���� ���� ������� ��
� 
���������
���� 
��� ��
� ���
	�������� ������ 	�� 	
	��� 'LL66�� �6$3)� ���
���4.���
��

O
�������/�������
3����	��� ������������	�
�������
���
����������
��������<�
��
��

+�
���� ���� �����
� ���� �������� 	�����,���
� �� ������
�

������������,������
���.������
����������
���	��������
���������������

 



 
Generalitat de Catalunya 
Centre de Telecomunicacions 
i Tecnologies de la Informació 

openFrame_Servei_Seguretat_1_3_Cat.doc Pàgina 13 de 46 
16/03/2007 

 

Person ModelSecurity Model

PartyGroupRole PersonACL

Party PartyRelationshipUserLogin RelationshipTypeEnum

0..1
Parent

0..*

Parent

0..1

0..1 type

1
1

from

0..*

1

to

0..*

0..*

user roles

0..*

group roles

0..*

 

2.2.2. Model de Classes de Seguretat 
 
El model a continuació mostrat és el model de representació de la informació de la seguretat en 
relació al model de persones, rols, usuaris i grups. 
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<bean id="authorizationConfiguration" 
 class="net.opentrends.openframe.services.security.   
    AuthorizationSecurityConfiguration">  ... 
 <property name="beanNamesPatternList"> 
  <list> 
   <value> 

    �businessService</value> 

 </list> 
</property> 

</bean> 
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cd Acegi

Security Model

Person Model

USER_LOGIN

*PK USER_LOGIN_ID:  VARCHAR2(50)
*FK PARTY_ID:  NUMBER(8,2)
* PASSWORD:  VARCHAR2(50)

ACL_OBJECT_IDENTITY

*PK ID:  INTEGER
* OBJECT_IDENTITY:  VARCHAR(250)
 PARENT_OBJECT:  INTEGER
 ACL_CLASS:  VARCHAR(250)

ACL_PERMISSION

*PK ID:  INTEGER
* ACL_OBJECT_IDENTITY:  INTEGER
* RECIPIENT:  VARCHAR(50)
* MASK:  INTEGER

PARTY_GROUP

*PK PARTY_ID:  NUMBER(8,2)
 GROUP_PARENT_ID:  NUMBER(8,2)
* GROUP_NAME:  VARCHAR2(255)

ROLE

*pfK ROLE_ID:  NUMBER(8,2)
 ROLE_ID_PARENT:  NUMBER(8,2)
* ROLE_NAME:  VARCHAR2(50)
 ROLE_DESCRIPTION:  VARCHAR2(255)

PARTY_RELATIONSHIP

*PK PARTY_ID_FROM:  NUMBER(8,2)
*PK PARTY_ID_TO:  NUMBER(8,2)
* TYPE:  NUMBER(8,2)

PARTY_ROLE

*pfK USER_LOGIN_ID:  VARCHAR(50)
*pfK ROLE_ID:  NUMBER(8,2)

PARTY

*PK PARTY_ID:  NUMBER(8,2)
 FK PARTY_TYPE_ID:  VARCHAR2(20)
 EXTERNAL_ID:  VARCHAR2(20)
 CREATED_DATE:  VARCHAR2(255)
 FK CREATED_BY_USER_LOGIN:  VARCHAR2(255)
 LAST_MODIFIED_DATE:  VARCHAR2(255)
 FK LAST_MODIFIED_BY_USER_LOGIN:  VARCHAR2(255)
 LAST_UPDATED_STAMP:  VARCHAR2(255)
 LAST_UPDATED_TX_STAMP:  VARCHAR2(255)
 CREATED_STAMP:  VARCHAR2(255)
 CREATED_TX_STAMP:  VARCHAR2(255)

PARTY_TYPE

*PK PARTY_TYPE_ID:  VARCHAR2(20)
 DESCRIPTION:  VARCHAR2(255)
 LAST_UPDATED_STAMP:  VARCHAR2(255)
 LAST_UPDATED_TX_STAMP:  VARCHAR2(255)
 CREATED_STAMP:  VARCHAR2(255)
 CREATED_TX_STAMP:  VARCHAR2(255)

PARTY_PERSON

*PK PARTY_ID:  NUMBER(8,2)
 FIRST_NAME:  VARCHAR2(50)
 LAST_NAME1:  VARCHAR2(50)
 LAST_NAME2:  VARCHAR2(50)

GROUP_ROLE

*PK PARTY_ID:  NUMBER(8,2)
*PK ROLE_ID:  NUMBER(8,2)

user group

1

1..*

parent object

From

parent object

parent

applies to

1

applies to

To

�

2.3.1. Configuració de la Base de Dades 
Per l’ús de la seguretat openFrame utilitza, per defecte, l’esquema de base de dades mostrat a 
continuació: 
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?� ‘READ + WRITE 

=� ‘CREATE' (Permís de creació) 

58� ‘READ + WRITE + CREATE' 

5?� ‘DELETE' (Permís d'esborrat) 

**� READ + WRITE + DELETE 

7:� READ + WRITE + CREATE + DELETE 
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DROP SEQUENCE ACL_PERMISSION_SEQ; 
DROP SEQUENCE ACL_OBJECT_SEQ; 
DROP SEQUENCE PARTY_OBJECT_SEQ; 
DROP SEQUENCE ROLE_OBJECT_SEQ; 
 
create sequence ROLE_OBJECT_SEQ 
start with 1 
increment by 1; 
 
create sequence ACL_OBJECT_SEQ 
start with 1 
increment by 1; 
 
create sequence ACL_PERMISSION_SEQ 
start with 1 
increment by 1; 
 
create sequence PARTY_OBJECT_SEQ 
start with 1 
increment by 1; 
 
 
DROP TABLE ACL_PERMISSION; 
DROP TABLE ACL_OBJECT_IDENTITY; 
DROP TABLE PARTY CASCADE CONSTRAINTS; 
DROP TABLE GROUP_ROLE CASCADE CONSTRAINTS; 
DROP TABLE PARTY_GROUP CASCADE CONSTRAINTS; 
DROP TABLE PARTY_RELATIONSHIP CASCADE CONSTRAINTS; 
DROP TABLE PARTY_ROLE CASCADE CONSTRAINTS; 
DROP TABLE ROLE CASCADE CONSTRAINTS; 
DROP TABLE USER_LOGIN CASCADE CONSTRAINTS; 
 
CREATE TABLE acl_object_identity ( 
     id NUMBER PRIMARY KEY, 
     object_identity VARCHAR2(250) NOT NULL, 
     parent_object INTEGER, 
     acl_class VARCHAR2(250) NOT NULL, 
     CONSTRAINT unique_object_identity UNIQUE(object_identity), 
     FOREIGN KEY (parent_object) REFERENCES acl_object_identity(id) 
); 
 
CREATE TABLE acl_permission ( 
     id NUMBER PRIMARY KEY, 
     acl_object_identity NUMBER NOT NULL, 
     recipient VARCHAR2(100) NOT NULL, 
     mask NUMBER NOT NULL, 
     CONSTRAINT unique_recipient UNIQUE(acl_object_identity, recipient), 
     FOREIGN KEY (acl_object_identity) REFERENCES acl_object_identity(id) 
); 
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CREATE TABLE PARTY (  
 PARTY_ID NUMBER NOT NULL, 
 PARTY_TYPE_ID NUMBER, 
 EXTERNAL_ID VARCHAR2(20), 
 CREATED_DATE VARCHAR2(255), 
 CREATED_BY_USER_LOGIN VARCHAR2(255), 
 LAST_MODIFIED_DATE VARCHAR2(255), 
 LAST_MODIFIED_BY_USER_LOGIN VARCHAR2(255), 
 LAST_UPDATED_STAMP VARCHAR2(255), 
 LAST_UPDATED_TX_STAMP VARCHAR2(255), 
 CREATED_STAMP VARCHAR2(255), 
 CREATED_TX_STAMP VARCHAR2(255), 
 CONSTRAINT PK_PARTY_ID UNIQUE(PARTY_ID) 
) 
; 
 
CREATE TABLE PARTY_GROUP (  
 PARTY_ID NUMBER NOT NULL, 
 GROUP_PARENT_ID NUMBER NULL, 
 GROUP_NAME VARCHAR2(255) NOT NULL, 
 CONSTRAINT PK_PARTY_GROUP UNIQUE(PARTY_ID) 
) 
; 
 
CREATE TABLE PARTY_RELATIONSHIP (  
 PARTY_ID_FROM NUMBER NOT NULL, 
 PARTY_ID_TO NUMBER NOT NULL, 
 TYPE NUMBER NULL, 
 CONSTRAINT PK_PARTY_RELATIONSHIP UNIQUE(PARTY_ID_FROM, PARTY_ID_TO), 
 FOREIGN KEY (PARTY_ID_FROM) REFERENCES PARTY(PARTY_ID), 
 FOREIGN KEY (PARTY_ID_TO) REFERENCES PARTY(PARTY_ID) 
) 
; 
 
CREATE TABLE ROLE (  
 ROLE_ID NUMBER NOT NULL, 
 ROLE_ID_PARENT NUMBER, 
 ROLE_NAME VARCHAR2(50) NOT NULL, 
 ROLE_DESCRIPTION VARCHAR2(255), 
 CONSTRAINT PK_ROLE UNIQUE(ROLE_ID), 
 FOREIGN KEY (ROLE_ID_PARENT) REFERENCES ROLE(ROLE_ID) 
) 
; 
 
CREATE TABLE USER_LOGIN (  
 USER_LOGIN_ID VARCHAR2(50) NOT NULL, 
 PARTY_ID NUMBER NOT NULL, 
 PASSWORD VARCHAR2(50) NOT NULL, 
 CONSTRAINT PK_USER_LOGIN UNIQUE(USER_LOGIN_ID), 
 FOREIGN KEY (PARTY_ID) REFERENCES PARTY_GROUP(PARTY_ID) 
) 
; 
 
CREATE TABLE PARTY_ROLE (  
 USER_LOGIN_ID VARCHAR2(50) NOT NULL, 
 ROLE_ID NUMBER NOT NULL, 
 CONSTRAINT PK_PARTY_ROLE UNIQUE(USER_LOGIN_ID, ROLE_ID), 
 FOREIGN KEY (USER_LOGIN_ID) REFERENCES USER_LOGIN(USER_LOGIN_ID), 
 FOREIGN KEY (ROLE_ID) REFERENCES ROLE(ROLE_ID) 
) 
; 
 
CREATE TABLE GROUP_ROLE (  
 PARTY_ID NUMBER NOT NULL, 
 ROLE_ID NUMBER NOT NULL, 
 CONSTRAINT PK_GROUP_ROLE UNIQUE(PARTY_ID, ROLE_ID), 
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 FOREIGN KEY (PARTY_ID) REFERENCES PARTY_GROUP(PARTY_ID), 
 FOREIGN KEY (ROLE_ID) REFERENCES ROLE(ROLE_ID) 
) 
; 
 
CREATE OR REPLACE TRIGGER ACL_OBJ_TRIGGER 
before insert on ACL_OBJECT_IDENTITY 
for each row 
begin 
select ACL_OBJECT_SEQ.nextval into :new.id from dual; 
end; 
 
CREATE OR REPLACE TRIGGER ACL_PERMISSION_TRIGGER 
before insert on ACL_PERMISSION 
for each row 
begin 
select ACL_PERMISSION_SEQ.nextval into :new.id from dual; 
end; 
 
CREATE OR REPLACE TRIGGER PARTY_OBJECT_SEQ_TRIGGER 
before insert on PARTY_GROUP 
for each row 
WHEN (new.PARTY_ID is null) 
begin 
select PARTY_OBJECT_SEQ.nextval into :new.PARTY_ID from dual; 
end; 
 
CREATE OR REPLACE TRIGGER OPENFRAME.ROLE_OBJECT_SEQ_TRIGGER 
before insert on ROLE  
for each row  
WHEN (new.ROLE_ID is null) 
begin 
select ROLE_OBJECT_SEQ.nextval into :new.ROLE_ID from dual; 
end; 

 

2.3.2. Configuració dels filtres de l’Aplicació Web 
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<!-- Filter ACEGI, using a FilterChainProxy makes it easier to configure  
  different Filters in the Spring application context configuration file--
> 
 <filter> 
  <filter-name>Acegi Filter Chain Proxy</filter-name> 
  <filter-class> 
   net.sf.acegisecurity.util.FilterToBeanProxy 
  </filter-class> 
  <init-param> 
   <param-name>targetClass</param-name> 
   <param-value> 
    net.sf.acegisecurity.util.FilterChainProxy 
   </param-value> 
  </init-param> 
 </filter> 
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 <filter-mapping> 
  <filter-name>Acegi Filter Chain Proxy</filter-name> 
  <url-pattern>/*</url-pattern> 
 </filter-mapping> 
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2.3.3. Configuració de la font de dades de Seguretat 
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<bean  id="dataSource"        
 class="org.springframework.jndi.JndiObjectFactoryBean">  
 <property  name="jndiName"       

  value="java:comp/env/JNDISource..."/> 
</bean> 

�
�-������
����	��%�
�

<bean id="dataSource" 
class="org.springframework.jdbc.datasource.DriverManagerDataSource"> 
  <property name="driverClassName"> 
   <value>${jdbc.driverClassName}</value> 
  </property> 
  <property name="url"> 
   <value>${jdbc.url}</value> 
  </property> 
  <property name="username"> 
   <value>${jdbc.username}</value> 
  </property> 
  <property name="password"> 
   <value>${jdbc.password}</value> 
  </property> 
 <bean> 
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S’ha de seguir el següent patró: 
 
�D����+#�)"���'�'����X��)����������*�+�/I"G�
)'�'����+�PM�I��Y"���'�'����X�Z[��
�
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�� ��� ��� ��������
	���������
�
 “SELECT {Nom_usuario}, {rol} FROM {taula_rols} 
WHERE {Nom_usuario} =? 

�
�-�����%�
�

<bean id="databaseAuthenticationConfiguration1" 
  class="net.opentrends.openframe.services.security. 
     DatabaseAuthenticationConfiguration"> 
 
 
 <!-- Propietats obligatóries --> 
 <property   
  name ="passwordEncoderClass"      
 value ="net.sf.acegisecurity.providers.encoding. 
      PlaintextPasswordEncoder" /> 
    
 <!-- Propietats opcionals --> 
 <property  name ="usersByUserNameQuery">     
  <value> 
    SELECT {Nombre_usuario}, {contraseña}   
   FROM {usuarios} 
    WHERE {Nombre_usuario} =? 
   </value> 
 </property> 
 
 
 <property  name ="authoritiesbyUserNameQuery">    
  <value> 
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    SELECT {Nombre_usuario}, {rol}    
   FROM {privilegios} 
    WHERE {Nombre_usuario} =? 
   </value> 
 </property> 
   
 
 </bean> 
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�	
�HI�� �N� Url del servidor LDAP. Per exemple:      
ldap://dir.mycompany.com:389/dc=mycompany,dc=com�

�����
��/���
�� �N� El patró del nom d'usuari usat pel LDAP. 
Per exemple, per a openLDAP: 
\��	ZY:X���Z�������	�Z�<����
�<�	�Z���\�

�������2��!
��/���
�� �N� El patró del nom d'usuari usat pel LDAP per a fer cerques. 
Per exemple, per a openLDAP: 
uid={0},ou=people 

�
�-�����%�
�

<bean  id="ldapAuthenticationConfiguration" 
  class="net.opentrends.openframe.services.security. 
    LDAPAuthenticationConfiguration"> 
 
 <!-- Propietats obligatóries --> 
 <property  
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  name ="ldapURL"        
 value ="ldap://localhost:389/dc=mycompany,dc=com" /> 
  
 <property   
  name ="usernameFormat"  
  value ="�id={0},ou=people,dc=mycompany,dc=com" /> 
 
 <!-- Propietats opcionals --> 
 
 <property 
  name ="userLookupNameFormat"  
  value ="uid={0},ou=peopl�" /> 
 
 <property   
  name ="roleAttribute" 
  value ="title" /> 
 </bean> 



 
Generalitat de Catalunya 
Centre de Telecomunicacions 
i Tecnologies de la Informació 

openFrame_Servei_Seguretat_1_3_Cat.doc Pàgina 27 de 46 
16/03/2007 

 

+����
��
����	���
�/����	�$�������
���������$+��
�

/��0���1����� �������
������/����5	������	5	������640���

	������
��������
�������������������������������'����������(�
�
�������
��������� ��������-�������
��
����
���������
������������,�	�����	���	��������
��$+��
��	�������0��	���
���
����	���������
�
3��� 
� ��
����
�� ���� ������� ��� 	���������
����� ��	��� ����
� �
�� ��� O3!� +������ ����
���������5	�� ��� 	����1��� #��$� '�������
�� ��� 	�������� C6��������� +�����
���� 	�� �
�
A����
���
��	��+
�
���<
�9�A��
�	B����
�
����	B
����
�������7�]B)��
�
�
� �����
��
���� 	�� ��
����� 
�� �$+�� ��� �
� ���� ����,� 	���� ��
�� 	�� �
� ��
����
Cnet.opentrends.openframe.services. 
security.acegi.SACEAuthenticationConfiguration',�����
��
�������	����	�����������
��
4������������
��%�
�

���������� %�7������ ��	������
�

����$+�� �N� H���	��������	����$+����
�����0�����8��������1���	����1���1�����5���1����
�9	�������

(����%;;�
�������1��
���
������
���;�$+�;�$+�J��
���
��-[̂ G�@�Z�
�
��
�����B���������	����
���
������
����	B
�����
����%�

9 	����������	������
9 ����	����������9���	������
9 	�����	�������	���������
�����

����!
��/���
�� �N� /���
��	����
����C������
��B������*��
������������������%%�
9 @!#�I!$�J+"6�����	���������
9 !@/�


��(��������<H���!
��
W���<�

!�� $�����
��������
������������������
���
�����<��W������
��������������
�����	�������
������
�
3����-�������D����+#�Y!�����J���
���X��Y���X�/I"G�
Y�������
���X�PM�I��Y!�����J���
���X�Z[ 

�
�-�����%�
�

<bean  id="SACEAuthenticationConfiguration" 
  class="net.opentrends.openframe.services.security. 
    SACEAuthenticationConfiguration"> 
 
 <property  
 name ="urlSACE"         
 value ="https://sace.prepdc.gencat.intranet/SACE/SACE_Logon.aspx?XMLIn="/> 
  

<property  



 
Generalitat de Catalunya 
Centre de Telecomunicacions 
i Tecnologies de la Informació 

openFrame_Servei_Seguretat_1_3_Cat.doc Pàgina 28 de 46 
16/03/2007 

 

  name ="userNameFormat"       
  value ="NIF"/> 
 </bean> 
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<bean id="SACEAuthenticationConfiguration1" 
  ... 
</bean> 
 
  
<bean id="ldapAuthenticationConfiguration2" 
  ... 
</bean> 
 
<bean id="databaseAuthenticationConfiguration3" 
  ...  
</bean> 
 
<bean id="authenticationConfiguration" 
class="net.opentrends.openframe.services.security.AuthenticationSecurityConfigurat
ion"> 
   
 <property  name="loginFormUrlValue"  
   value="/login.jsp" /> 
 
 <property  name="authenticationFailureUrlValue"    
  value="/login.jsp" /> 
 
 <property  name="filterProcessesUrl"  value="/AppJava/acegiLogon" /> 
 
 <property  name="authenticationProvidersConfigurationList"> 
  <list> 
   <ref local="SACEAuthenticationConfiguration1" /> 
   <ref local="ldapAuthenticationConfiguration2" /> 
   <ref local="databaseAuthenticationConfiguration3" /> 
  </list> 
 </property> 
</bean> 
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/**/*view*          =   ROLE_GESTOR, ROLE_USUARIO 
/**/*delete*         =  ROLE_GESTOR 
/secure/**         =  ROLE_GESTOR 
 
En l'exemple, la primera  línia significa que  les urls que 
contenen  la paraula “view” són autoritzades per als  
usuaris que tenen el rol GESTOR  o el rol USUARI.�
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�

<bean  id="authorizationConfiguration" 
  class="net.opentrends.openframe.services.security. 
      AuthorizationSecurityConfiguration"> 
   
  <!-- Propietat opcional per les urls autoritzades --> 
  <property  name ="secureUrls">     
  <value> 
   /**/*read* = ROLE_GESTOR, ROLE_USUARIO 
         /**/*delete* = ROLE_GESTOR 
   /secure/**  =  ROLE_GESTOR 
   </value> 
  </property> 
 </bean> 
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������L�������"������� �N� Per a cada classe o mètode url que vulguem  restringir, 
afegirem una línia amb el format següent:  
  
<Nom de classe full qualified o nom.mètode> = <llista rols 
separats per ‘,'> 
 
Exemple:  
 
com.business.UsersManager  =  ROLE_GESTOR 
com.business.CategoryManager.delete =  ROLE_GESTOR 
com.business.CategoryManager.read =  ROLE_GESTOR, X 
 
 
En l'exemple, la primera  línia especifica que  només els 
usuaris que tenen el rol GESTOR  estan autoritzats  a  cridar 
els mètodes de la classe “UserManager”.�

�
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�

<bean  id="authorizationConfiguration" 
  class="net.opentrends.openframe.services.security. 
      AuthorizationSecurityConfiguration"> 
   
  <!-- Propietat opcional per les classes i mètodes autoritzats --> 
  <property  name="secureBusinessObjects">    
 <value> 
 com.business.UsersManager  = ROLE_GESTOR 
 com.business.CategoryManager.delete = ROLE_GESTOR 
 com.business.CategoryManager.read = ROLE_GESTOR, ROLE_USUARIO 
 </value> 
  </property> 
 
</bean> 
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com.business.ComplexDomainObject=  getDomainObjectId()�
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<bean  id="authorizationConfiguration" 
  class="net.opentrends.openframe.services.security. 
      AuthorizationSecurityConfiguration"> 
   
  <!-- Propietat pels getters dels identificadors --> 
  <property name ="domainObjectsIdGetters">    
   <value> 
     com.business.ComplexDomainObject = getDomainObjectId 
   </value> 
  </property> 
 
</bean> 
 

 

2.3.6. Configuració del Servei d’Accés a Informació General 
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<bean id="securityService" 
 class="net.opentrends.openframe.services.security.acegi.SecurityServiceAcegiImp
l"/> 
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2.4. Utilització del Servei 

2.4.1. Autentificació per Formulari 
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<%@ taglib prefix='c' uri='http://java.sun.com/jstl/core'%> 
<%@ page import="net.sf.acegisecurity.ui.AbstractProcessingFilter"%> 
<%@ page 
import="net.sf.acegisecurity.ui.webapp.AuthenticationProcessingFilter"%> 
<%@ page import="net.sf.acegisecurity.AuthenticationException"%> 
 
<html> 
<head> 
<title>Login</title> 
</head> 
 
<body> 
<h1>Login</h1> 
 
<p><%-- this form-login-page form is also used as the  
         form-error-page to ask for a login again. 
         --%>  
<c:if test="${not empty param.login_error}"> 
 <font color="red"> Your login attempt was not successful, try 
again.<BR> 
 <BR> 
 Reason:  
<%=((AuthenticationException) session 
 .getAttribute(AbstractProcessingFilter.ACEGI_SECURITY_LAST_EXCEPTION_K
EY)) 
.getMessage()%> 
 </font> 
</c:if> 
 
<form action="<c:url value='j_acegi_security_check'/>" method="POST"> 
<table> 
 <tr> 
  <td>User:</td> 
  <td> 
   <input type='text' name='j_username' 
    <c:if test="${not empty param.login_error}"> 
value='<%=session.getAttribute(AuthenticationProcessingFilter.ACEGI_SECURITY_LAST
_USERNAME_KEY) %>' 
    </c:if>> 
  </td> 
 </tr> 
 <tr> 
  <td>Password:</td> 
  <td> 
   <input type='password' name='j_password'> 
  </td> 
 </tr> 
 
 <tr> 
  <td colspan='2'><input name="submit" type="submit"></td> 
 </tr> 
</table> 
 
</form> 
 
</body> 
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</html> 

�

2.4.2. Utilització de l’Autorització en les nostres pàgines JSP  
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<%@ taglib prefix="authz" uri="http://acegisecurity.sf.net/authz" %> 
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ifAllGranted !�� Llista de rols separats per coma.  
L'usuari ha de tenir tots els rols perquè el  contingut 
dins del tag (body) sigui  mostrat. 
�

��$�<A�
���	%� !�� Llista de rols separats per coma. 
L'usuari ha de tenir qualsevol dels rols perquè el  
contingut dins del tag (body) sigui  mostrat. 
�

��!��A�
���	� !�� Llista de rols separats per coma. 
L'usuari no ha de tenir cap dels rols perquè el  
contingut dins del tag (body) sigui  mostrat. 

�
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�

<authz:authorize ifAllGranted="ROLE_ADMIN"> 
  <td> 
    <A HREF="del.htm?id="123">Borrar</A> 
  </td> 
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</authz:authorize> 
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2.4.3. Obtenció d’Informació de Seguretat amb API 
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«interface»

SecurityService

+ isUserAuthenticated() : boolean
+ getUserLogin() : UserLogin
+ getRoles() : String[]
+ isUserInRole(String) : boolean
+ hasUserReadPermission(Object) : boolean
+ hasUserWritePermission(Object) : boolean
+ hasUserDeletePermission(Object) : boolean

�
�
�

• public boolean isUserAuthenticated() 
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• public UserLogin getUserLogin() 
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• public Boolean isUserInRole(String role) 
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• public Boolean hasUserXXXPermission(Object instancia), XXX = Read, 

Write, Delete 
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2.4.4. Gestió dels ACLs mitjançant la API 
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• public void addReadPermission(String usuarioOrole, Object 
instancia) 
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«interface»

ACLsDAO

+ addACLsToDomainObject(Object) : Integer
+ addReadPermission(String, Object) : void
+ addDeletePermission(String, Object) : void
+ addCreatePermission(String, Object) : void
+ addWri tePermission(String, Object) : void

JdbcDaoSupport
Ini tial izingBean

support::ACLsDAOSpringImpl

- acl Insert:  AclObjectIdenti tyInsert
- permissionInsert:  PermissionInsert
- Acl IdQuery:  AclObjectIdenti tyByObjectIdenti tyQuery
- aclProvider:  AclProviderWi thIdRegistration

# ini tDao() : void
+ addACLsToDomainObject(Object) : Integer
+ addReadPermission(String, Object) : void
+ addDeletePermission(String, Object) : void
+ addCreatePermission(String, Object) : void
+ addWri tePermission(String, Object) : void
- getACLIdenti ty(Object) : Integer
# makeObjectIdenti ty(Object) : String
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2.5. Eines de Suport 

2.5.1. Servidor LDAP de proves: openLDAP 
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# See slapd.conf(5) for details on configuration options. 
# This file should NOT be world readable. 
# 
ucdata-path ./ucdata 
include  ./etc/schema/core.schema 
include  ./etc/schema/cosine.schema 
include  ./etc/schema/inetorgperson.schema 
 
# Define global ACLs to disable default read access. 
 
# Do not enable referrals until AFTER you have a working directory 
# service AND an understanding of referrals. 
#referral ldap://root.openldap.org 
 
pidfile  ./var/run/slapd.pid 
argsfile ./var/run/slapd.args 
 
# BDB database definitions 
####################################################################### 
 
###database bdb 
###suffix  "dc=my-domain,dc=com" 
###rootdn  "cn=Manager,dc=my-domain,dc=com" 
 
 
database bdb 
suffix dc="mycompany",dc="com" 
rootdn "cn=Manager,dc=mycompany,dc=com" 
 
rootpw secret 
 
directory ./var/openldap-data 
index objectClass eq 
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.\slapd -d 1  
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### Top level definition 
#dn: dc=mycompany,dc=com 
#objectClass: top 
#objectClass: dcObject 
#objectClass: domain 
#dc: mycompany 
 
### organizationalUnit : PEOPLE  
# Definition of people 
dn: ou=people,dc=mycompany,dc=com 
objectClass: top 
objectClass: organizationalUnit 
ou: people 
 
# Gestor User 
dn: uid=gestoruser,ou=people,dc=mycompany,dc=com 
objectClass: person 
objectClass: inetOrgPerson 
cn: State App 
displayName: App Admin 
givenName: App 
mail: gestor@fake.org 
title: ROLE_ADMIN 
sn: Gestor 
uid: gestoruser 
userPassword: gestorpassword 
 
# usuario normal 
dn: uid=usuario,ou=people,dc=mycompany,dc=com 
objectClass: person 
objectClass: inetOrgPerson 
cn: State App 
displayName: App Admin 
givenName: App 
mail: usuario@fake.org 
title: ROLE_USER 
sn: Usuario 
uid: usuario 
userPassword: usuariopassword 
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ldapadd -x -D "cn=Manager,dc=mycompany,dc=com" -W -f setup.ldif  
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2.5.2. Jxplorer 
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3. Exemples 

3.1. Exemple de configuració d’autentificació amb BBDD, SACE 
i LDAP 

 
En aquesta part es descriuen 2 dels exemples més comuns d’autentificació: 
 

9 Autentificació per SACE 
9 Autentificació per BBDD ja existent 
 

3.1.1. Exemple de configuració amb autentificació SACE 
 

<?xml version="1.0" encoding="UTF-8"?> 
<!DOCTYPE beans PUBLIC "-//SPRING//DTD BEAN//EN" 
"http://www.springframework.org/dtd/spring-beans.dtd"> 
 
<beans> 
  
 <bean id="dataSource"   
 class="org.springframework.jndi.JndiObjectFactoryBean">  
  <property name="jndiName" value="${dataSource.jndiName}"/> 
</bean> 
 
  
 
 
<bean id="SACEAuthenticationConfiguration" 
 class="net.opentrends.openframe.services.security.SACEAuthenticationConfigurati
on"> 
   
 <property name="urlSACE" 
value="https://sace.prepdc.gencat.intranet/SACE/SACE_Logon.aspx?XMLIn=" /> 
 <property name="userNameFormat" value="NIF" /> 
</bean> 
 
 
<bean id="authenticationConfiguration" 
class="net.opentrends.openframe.services.security.AuthenticationSecurityConfigurat
ion"> 
   
 <property name="loginFormUrlValue" value="/login.jsp" /> 
  
 <property  name="authenticationFailureUrlValue"    
  value="/login.jsp" /> 
 
 
 <property name="filterProcessesUrl" value="/AppJava/acegiLogin" /> 
  

<property name="authenticationProvidersConfigurationList"> 
 <list> 
       <ref local="SACEAuthenticationConfiguration" /> 
 </list> 
 </property> 
</bean> 
   
 
 <bean id="authorizationConfiguration" 
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class="net.opentrends.openframe.services.security.AuthorizationSecurityConfigurati
on"> 
  <property name="rolesList"> 
   <list> 
    <value>ROLE_ADMIN</value> 
    <value>ROLE_USER</value> 
   </list> 
  </property> 
   
  <property name="secureUrls"> 
   <value> 
   /**/*.do* = ROLE_USER,ROLE_ADMIN 
   </value> 
  </property> 
 
 </bean> 
 
 <import resource="classpath:/spring/acegi-beans.xml" /> 
 
</beans> 
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<import resource="classpath:spring/acegi-beans.xml" /> 
 

�
 
 

3.1.2. Autentificació per BBDD amb una BBDD ja existent 
 

 

<?xml version="1.0" encoding="UTF-8"?> 
<!DOCTYPE beans PUBLIC "-//SPRING//DTD BEAN//EN" 
"http://www.springframework.org/dtd/spring-beans.dtd"> 
 
<beans> 
  
 <bean id="dataSource"   
 class="org.springframework.jndi.JndiObjectFactoryBean">  
  <property name="jndiName" value="${dataSource.jndiName}"/> 
</bean> 
 
  
 
 <bean id="existingDatabaseAuthenticationConfiguration" 
 
 class="net.opentrends.openframe.services.security.DatabaseAuthenticationConfigu
ration"> 
 
  <property name="passwordEncoderClass" 
  
 value="net.sf.acegisecurity.providers.encoding.PlaintextPasswordEncoder" /> 
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  <property name="usersByUserNameQuery" value="SELECT username,password 
FROM users WHERE username = ?" /> 
  <property name="authoritiesbyUserNameQuery" value="SELECT username, role 
FROM user_roles WHERE username =?" /> 
   
 </bean> 
 
 
<bean id="authenticationConfiguration" 
class="net.opentrends.openframe.services.security.AuthenticationSecurityConfigurat
ion"> 
   
 <property name="loginFormUrlValue" value="/login.jsp" /> 
  
 <property  name="authenticationFailureUrlValue"    
  value="/login.jsp" /> 
 
 
 <property name="filterProcessesUrl" value="/AppJava/acegiLogin" /> 
  

<property name="authenticationProvidersConfigurationList"> 
 <list> 
       <ref local=" existingDatabaseAuthenticationConfiguration" /> 
 </list> 
 </property> 
</bean> 
   
 
 <bean id="authorizationConfiguration" 
class="net.opentrends.openframe.services.security.AuthorizationSecurityConfigurati
on"> 
  <property name="rolesList"> 
   <list> 
    <value>ROLE_ADMIN</value> 
    <value>ROLE_USER</value> 
   </list> 
  </property> 
   
  <property name="secureUrls"> 
   <value> 
   /**/*.do* = ROLE_USER,ROLE_ADMIN 
   </value> 
  </property> 
 
 </bean> 
 
 <import resource="classpath:/spring/acegi-beans.xml" /> 
 
</beans> 

�
�
�

3.2. Exemple de formulari  de login amb JSTL i Struts 
�
�

<%@ taglib uri="http://jakarta.apache.org/struts/tags-bean" prefix="bean" %> 
<%@ taglib uri="http://java.sun.com/jstl/core" prefix="c" %> 
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<%@ page import="net.sf.acegisecurity.ui.AbstractProcessingFilter"%> 
<%@ page import="net.sf.acegisecurity.ui.webapp.AuthenticationProcessingFilter"%> 
<%@ page import="net.sf.acegisecurity.AuthenticationException"%> 
 
<style type="text/css"> 
 
<%-- this form-login-page form is also used as the  
         form-error-page to ask for a login again. 
         --%> 
<c:if test="${not empty param.login_error}"> 
  <bean:message key="jsp.login.error" /> 
</c:if> 
 
<bean:message key="jsp.login.message" /> 
 
<form action="<c:url value='/AppJava/acegiLogin'/>" method="post"> 
 
 <table width="100%" border="0"> 
      <tr> 
        <td><bean:message key="jsp.login.user" />:</td> 
        <td><input type='text' name='j_username' 
   <c:if test="${not empty param_error}">value='<%= 
session.getAttribute(AuthenticationProcessingFilter.ACEGI_SECURITY_LAST_USERNAME_K
EY) %>'</c:if>></td> 
      </tr> 
      <tr> 
        <td><bean:message key="jsp.login.password" />:</td> 
        <td><input type='password' name='j_password'></td> 
      </tr> 
      <tr> 
        <td colspan="2" align="right"><input type="submit" value="<bean:message 
key="jsp.includes.submit"/>          " /></td> 
      </tr> 
    </table> 
  
</form> 
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3.3. Exemple de configuració d’ACLs 
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// Get the DAO from the Spring context 
ACLsDAO securityDAO = (ACLsDAO) applicationContext.getBean("securityDao"); 
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// Get the business object using a DAO 
Category papagayo = CategoryDAO.read("papagayo"); 
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// Add permissions for user "usuario1" for the papagayo 
securityDAO.addReadPermission("usuario1", papagayo); 
securityDAO.addWritePermission("usuario1", papagayo); 
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